A b s t r a c t The Public Health Information Network (PHIN) Preparedness initiative strives to implement, on an accelerated pace, a consistent national network of information systems that will support public health in being prepared for public health emergencies. Using the principles and practices of the broader PHIN initiative, PHIN Preparedness concentrates in the short term on ensuring that all public health jurisdictions have, or have access to, systems to accomplish known preparedness functions. The PHIN Preparedness initiative defines functional requirements, technical standards and specifications, and a process to achieve consistency and interconnectedness of preparedness systems across public health.
The Public Health Information Network (PHIN) Preparedness initiative is implementing, on an accelerated pace, a consistent national network of public health preparedness information systems. PHIN Preparedness uses the principles and practices of the broader PHIN initiative, to ensure that all public health jurisdictions will have, or have access to, systems to accomplish known preparedness functions. The anthrax attacks of 2001 revealed substantial challenges in assimilating and processing data received from multiple disparate data sources in frequently incompatible formats. The attacks, compounded by many events subsequent to the attacks, showed that preparedness systems need to be implemented at all levels of public health. The PHIN Preparedness initiative defines a process to achieve consistency and interconnectedness of preparedness systems across public health.
Case Description
A great deal has been learned about how information systems can contribute to public health preparedness since the anthrax attacks in 2001. At that time, the contributions of information technology were principally considered to be supportive, noncritical, and focused mostly around the technologies of e-mail and fax. During and since the anthrax attacks, a succession of public health events helped define what information systems can do for preparedness. These events showed the need for consistency and interconnectedness of information systems in public health nationally. They also helped to solidify the acceptance of specific information systems as a core element of preparedness.
The Public Health Information Network (PHIN) is a national multiorganizational business and technical architecture for public health information systems. PHIN was first funded in 2004 to help advance and coordinate public health information systems. In 2004, the Department of Health and Human Services and the Centers for Disease Control and Prevention (CDC) awarded $849 million through the Public Health Response and Preparedness Cooperative Agreement to help improve preparedness in all 50 states, 4 metropolitan areas, and 8 US territories. 1 Some estimate that as much as 25% to 30% of these funds were used for information technology. PHIN strives to elevate the capabilities of public health information systems and integrate them across the variety of organizations that participate in public health and the wide variety of public health functional needs. The goal of the PHIN Preparedness initiative is to implement, on an accelerated pace, a consistent national network of preparedness systems. PHIN Preparedness uses the principles and practices of the broader PHIN initiative to concentrate, in the short term, on ensuring that all public health jurisdictions have, or have access to, systems to accomplish known preparedness functions. The authors thank the following subject matter experts whose input into the PHIN Preparedness Functional Requirements documents was invaluable. Without their knowledge and expertise and many hours they spent in the requirements gathering process, the PHIN Preparedness Initiative would not be materializing as quickly as it has. These experts are listed in alphabetical order for convenience only: Betty Baker, Robb Chapman, Marty Cicchinelli, Tricia Gallagher, David Groves, Vicki Kipreos, Tim Morris, Tom Russell, David Walker. The authors also wish to thank the following organizations for coordinating their members to provide public health partner input into the PHIN Preparedness Functional Requirements: ASTHO, APHL, CSTE, NACCHO.
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Methods
During the fall of 2004, the CDC, the Association of State and Territorial Health Officials (ASTHO), the National Association of County and City Health Officials (NACCHO), the Council of State and Territorial Epidemiologists (CSTE), and the Association of Public Health Laboratories (APHL) completed a series of regional conferences to refine and validate the needs for preparedness systems and the standards necessary to implement them. These requirements, detailed specifications, example systems that instantiate them, and certification tools represent the core PHIN Preparedness elements being used to implement PHIN Preparedness nationally. A glossary of public health terms and standard industry references is available in Appendix 1 as an online JAMIA data supplement available at www.jamia.org.
Specifically, the PHIN Preparedness process:
1. Defines the functional requirements that must be supported. In the PHIN Preparedness initiative, this is done collaboratively with public health partners and serves to establish what public health activities must be supported as an essential step before determining how they must be supported (PHIN Preparedness Functional Requirements: www.cdc.gov/phin). The requirements are divided into separate functional areas, but there is no expectation for a one-to-one correspondence between implemented systems and functional areas. 2. Identifies relevant industry standards. These standards allow public health to interoperate at the federal, state, and local levels and with clinical care and other networks. The first set of standards designated by the Consolidated Health Informatics (CHI) Initiative noted many of those used by PHIN and illustrates the broad acceptance of these standards.
3. Develops specifications based on these standards that are concrete enough to provide explicit direction for implementation. In PHIN, substantial work has gone into developing industry standard specifications for data exchange messages, vocabularies, and technologies, some of which are listed below: 4. Makes software solutions available that can be used to fill functional needs. These solutions range from complete applications to services that perform specific functions. The CDC has developed this software for public health partners who do not have systems that meet the functional requirements or specifications. Descriptions of CDC-developed software designed to support preparedness is available in Appendix 2 as an online JAMIA data supplement at www.jamia.org. 5. Certifies that partner capabilities meet the functions and specifications. The CDC provides certification tools to support self-assessment against functional requirements and validation of electronic data messages. Formal certification, delivered by an external certification team, follows self-assessment. Cross-functional components Secure message transport: ensuring messages are received and read only by intended audiences Public health directory for consistent, uniform management of people, roles, organizations, organization types, and jurisdictions when exchanging information Recipient addressing: identifying appropriate recipient lists for information exchange Terminology standards: adhering to standard vocabulary lists and structures System security and availability: protecting systems from sabotage or failure, and protecting data from corruption or unauthorized access Privacy: protecting patients and organizations from fraudulent or unauthorized use of their information
The diagram in Figure 1 resulted from a study conducted by the CDC to determine the data and information exchanges involved in the anthrax response of 2001. 6 It illustrates the complexity of the processes that provide or consume information and the interdependencies among the different organizations that form a complete public health response. However, this study was only the beginning and the initial list of requirements has been built on by the diverse organizations and activities that comprise public health.
The PHIN Preparedness initiative has organized these functional requirements into six broad areas: Early event detection, Outbreak management, Connecting laboratory systems, Countermeasure and response administration, Partner communications and alerting, Cross-functional capabilities and components. Examples of these functional requirements are shown in Table 1 , and corresponding documents 2 are available at www.cdc.gov/phin.
Discussion
PHIN Preparedness defines a series of functional system areas that are necessary for public health preparedness and a process by which they are being implemented nationally to have a consistent and interoperable preparedness system infrastructure. State and local investment in information technology is respected, but is also guided with specific requirements, standards, specifications, and certification. For those who do not have systems, or those who need a ''bridging'' system, the CDC has developed software and systems that meet these requirements. The association of PHIN with the CDC preparedness funding makes the implementation of PHIN Preparedness achievable nationally to work to meet the public's expectations of public health preparedness.
